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V. original state

Y. an unexpected event
¥ Resist

¢, Respond

°. Recover

1. Prepare

V. Adapt

A. Withstand




A¥ et VRO le oY osled ool Il b sliab (63 el ladllas asllad

Pl 5 e Ul el T sl GSon e sl TN s
el 65151) ol "l > U b g Y e e D il s
(YWY U el Josls el ol bl 5 6 mle

Sl 639706 b b o Dl goge 9 b oo sz sl

Slodsl 3 sbay S S 335 55 528 5 bolejle slas Shas 5 oy pols
S Glasllss 4 s OOl (gomle glid o ke wly ol glid o
3pdome s SN e SSL s e S Ly sns S S S Al glesls
o (V) S 5 ol w iy puﬁ Slde bl g mle O L34 o0
e g s 5 Ll (6 omle pls SG) el eddienls DL (6l dles Dl
Yy

sl R Js 610K fai

- Lg)hﬁo)%\ ‘f‘

Gl o Sl 5 - (V) IS5
2L sl Soslanl Gl el 5 pols Ol b Jold (gl da
5 oemin J S w3 (las perme OF oS 5 bl bis Slesle glaabl
Sldas 05,8 Ol 5 s J 28 Cod dilaie )l SOl Sl ol il

(YN0 (6 mle (gsll) ol e

. Recover Rapidly

. Disruptions

. Resilience

. Withstand

. Recover

. Deliberate Attacks
. Accidents

. Incidents
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. Violations

. Anomalies

. Better Situational Awareness
. quickly return

. Normal Operations

. Repair Damage
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V. Reliability

Y. Response and Recovery
Y. Redundancy

¢. Resistance
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. Action plan

. Organizational Readiness

. Situational awareness

. Cyber defense

. Detection

. Mitigation and containment
. Recovery

< A 0 4 €« —



AV e VE) Sl ¥ osled ol dlo Gl slad (g5l lallas asllad

Sl 651 kige Sl

U5 L S Lacds 15 n mg 3 (SG ol 3y | ol 3l s slacd 0
ol Tl Cnd g 5 IS 4 S5

L s s S ile anenS bal glasly 55 4 addS ile jule (glzs 55 Sl
ol Tty o le Sg L (6l SV 35 el 3 5dme g e SIST] da
ol Ly ttin DMl (6 5ld ool 5 4 355 o35 5 b dac b
—rlr MITRE i jo il polanl 4,2, pslle SILAg Sl 53 Ll (S5
G 3 Gty gl ) 1 (05T slesal Olge b ¥ (sl ()5l pndige
Slal Jold (gl (50l i ol nl Sl 03 503 slal LSl 5wl

(Deb Bodeau Richard Graubart, September Y+)Y) .l O 93 5 &3 Sldal (OIS

Gl Sl l wdige gl (sba e 5 b Lasla aad jo sl (8) IS

Gl 555 0 i, IS Slaal sl gsTob Gass gl (1) [Ka il
Gl o Giss (gl s an § b s e b Gl aS Cl U IS G e i

Jﬁ@a)@m‘éjjuwﬂusjnhé}:ﬁé‘fbﬂyobk@‘&&a—ﬂjﬁ

V. Resiliency

Y. original

. Advanced Persistent Threat (APT)

¢, Cyber Resilience Engineering Framework (CREF)
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. Evolve

. Objective

. Understand

. representations

. possible adversity
. Prepare

. realistic

. predicted

4. anticipated adversity
\+. Prevent / Avoid
VY. realization

VY. Continue

VY. viability

V¢, Constrain

Yo, Reconstitute
V1. Redeploy

VY. compete

YA, Transform

V4. prior

Y. current

Y. prospective
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. Re-architect

. Technique

. Adaptive Response
. situations

. contingencies

. alternative

. consequences

. avoid

4. destabilization

Y. preemptive

VY. Analytic Monitoring
VY. intelligence

VY. indications

V¢, damage

Vo, Coordinated Defense
V1. multiple

VY. distinct

VA, defense-in-depth
V4. Deception

Y+. Confuse

Y). deceive

YY. mislead
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. Diversity

. common

. Dynamic Positioning
. functionality

assets

. Dynamic Representation
. Situation awareness

. response

4. representations

\ +. alternative courses of action
VY. Non-Persistence

VY. Retain

\ Y. thereby

V£, corruption

Ve, modification

1. usurpation

VY. Privilege Restriction
VA, privileges assigned
V4. criticality

Y+. Realignment

Y\, aligned

YY. unintended

YY, cascading failures

Y ¢, Redundancy
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V. instances
Y. Segmentation / Separation
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¢, spread
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Y. Manifesto
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y. Asset Management

¥. Controls Management

. Configuration and Change Management
¢. Vulnerability Management

o. Incident Management

1. Service Continuity Management

v. Risk Management

A. External Dependency Management

4. Training and Awareness

y+. Situational Awareness
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. alignment

. give

. some form of strategy
. deal

. prevention

. detection

. cure

. cyber resilient

4. pragmatic approach
\ +. Awareness

VY. Knowledge

VY. Controls

VY. Detection

V£, Mitigation

Vo, Recovery
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Conclusions

» Good IT governance by following a
framework gives structure and business c?,‘:,i',',‘:f,fy
alignment )"

* Apply some form of strategy to the way
you deal with information security

+ Cyber threats are on the increase, so
prevention and detection are always
better than cure

+ Becoming cyber resilient gives you the
benefit of knowing how to tackle IT
risks

» Take a pragmatic approach to investing
in your defences
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. Assess the Risk

Develop a plan
Define Responsibilities

. Communicate the Plan
. Monitoring & Report




Q8 et VRO le oY osled ool Il b sliab (63 el ladllas asllad

Protect Your Organization
With Cyber Resilience

by Audrey Katcher, CPA, CISA, CITP
& Randall Hahn, CPA, CISA

Sz 2L

With increasing
cybercrime, entities
need to turn their cyber
security concerns into
cyber resilience sirategies
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Cyber Resilience Review and the Framework

Relationship between DHS' Cyber Resilience Review and the NIST Cybersecurity
Framework [CRR to NIST CSF crosswalk available]

Identify Create Asset Protect Disruption Cyber
Services > Inventory > & Sustain > Management » Exercise
Assets
Identify and Identify assets, Establish risk Establish Define objectives
prioritize align assets to management, continuity for cyber exercise,
services services, and resilience requirements

inventory assets requirements,

perform
for assets Rxercises, and
Iuale results
senvice 0

A\ o J - J QA J A J
Process Management and Improvement
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¢, Selecting
°. Tailoring
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. Identify

. Protect

. Detect

. Respond

. Recover

. Real-time collection
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v. Advanced detection and behavior

A. Threat identification and automated analysis
4. Real-time security and compliance display
v+. Integrated Resolution and Remediation
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